
Do I.T. Right
 

Steps You Should Take to Practice Safe Computing 
and to Protect Yourself Against Hackers

Use STRONG PASSWORDS.  Coming up with difficult and hard-to-crack 
passwords is one of the best ways to protect your personal information. You should 
choose a password that is at least eight letters long with at least three different kinds 
of characters.  Never share your password with ANYONE.

Download current UPDATES.  Microsoft offers automatic security updates.  
Educate yourself on new Microsoft security problems.  Make sure your Windows
computer has current updates.

VIRUS protection.  McAfee VirusScan is available FREE to all UF students, faculty 
and staff. Protect your computer from worms, viruses and other malicious attacks.

SPYWARE protection.  Some websites automatically copy malicious software to 
your computer that can allow hackers to take control. Free anti-spyware software is 
available on the internet.

Use a FIREWALL.  Firewalls protect your computer from the outside world.  Always 
make sure you are running a firewall.

Online SAFETY.  Practice safe e-mail. Web surf cautiously. Verify the source before 
providing personal information. Verify files before downloading.  Use encryption to 
protect your transcactions.

Additional information can be found at:

 http://infosec.ufl.edu/athome/

This is a publication of the UF IT Security Team.  For more information, please contact: ufirt@ufl.edu
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