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In this workshop you will learn the basics of performing an IT risk assessment. Achilles, a web tool to
help perform risk assessments, will be demonstrated. A hands-on exercise will give you experience
using Achilles. Using Achilles reports, you will learn how to create risk profiles, risk statements and
mitigation reports. Skills learned in this workshop will help your unit comply with UF risk assessment
standards.



Risk Assessment 101

Workshop Materials

Achilles

https://infosec.ufl.edu/cgi-bin/achilles/index.cqi

Achilles workshop slides:
https://infosec.ufl.edu/events/achilles-workshop-slides.pdf
Achilles workshop handout:
https://infosec.ufl.edu/events/achilles-workshop-handout.pdf

Why perform a risk assessment?

Improve understanding of security posture
Improve strategic planning

Improve cost-effectiveness of security program
Minimize incidents

Comply with UF IT Risk Assessment Standards

To To Do o To

What is risk assessment?
Identification and analysis of factors that might negatively influence operations

Definitions

Asset: Information, applications, systems, networks, facilities, staff and other IT resources that are
valuable, critical to operations, or difficult to replace.

Vulnerability: Any information system weakness or flaw attributed to individuals, assets, or operations
that make them susceptible to exploitation.

Threat: The presence of dangerous or adverse circumstances or events with the potential to impact
operations, assets, or individuals via disclosure, modification, destruction, or disruption of service.
Control: Any measure intended to minimize the likelihood and/or reduce the impact of threat
exploitation. Controls are also referred to as protection measures, safeguards, or countermeasures.
Risk profile: A comprehensive view of a risk detailing asset, vulnerability, threat probability and threat
impact.

Mitigation: An action intended to reduce the impact of a threat likely to exploit a vulnerability of an IT

asset. Mitigation strategies should be cost-effective and they should balance usability with security.
Mitigation metrics: The extent to which security controls are commensurate with risk.
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Assets
What are we protecting?
e Information
e Software
e Systems
o Networks
e Physical facilities

Why are we protecting it?

Il t6s al l about the dat a!
A Confidentiality
A Integrity
A Availability

Other asset considerations

0 Mission critical

0 Difficult to replace
0 Costly

0 Proprietary

0 Legal requirements
0 Reputation

0 Dependencies

Data terminology

Confidential data: Data that is not public

Private data: Data that is unigue to an individual, not readily known, and has legal protection
Restricted data: UFO0s term for private and other high
Sensitive data: Data that is not Restricted Data or public. Sensitive data may also include data

with high integrity and availability requirements.

To T Do I

Four main categories of UF Restricted Data
A PCI: Payment Card Information
A PIl: Personally Identifiable Information
A PER: Private Education Records
A PHI: Protected Health Information

Examples of UF Restricted Data
See http://privacy.ufl.edu/ for a complete list.
e Social security number
e Credit card number
e Bank account and other financial numbers
e Drivers license number
e Medical records, account numbers, and photos
e Grades
e Schedules and rosters
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Threats

Human Error Threats
Equipment loss
Miscommunication
Implementation error

Malfunction Threats
Software malfunction
Hardware malfunction
Process malfunction
Power disruption

Malicious Threats
Physical break-in
Eavesdropping
Malicious authorized user
Equipment theft
Social engineering
Malware that requires user interaction
Malicious scan
Malicious unauthorized user
Self-replicating malware

. Process violation

Environmental Threats
Lightning
Damaging wind
Temperature or humidity extremes
Electronic emanation/electro-magnetic pulse
Hazardous materials
Fire
Flood
Power surge

Control Topics

Policies

Access

Records

Risk assessment
Communication

Change management
Continuance of operation
Incident response

To T To To To o T Do
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How is risk determined?
A Identify and evaluate assets
A Determine asset vulnerabilities

A Determine which threats are likely to exploit vulnerabilities (threats probability)
A Evaluate the impact if vulnerabilities are exploited (threat impact)
A Determine what controls will cost-effectively protect assets from threats

The Risk Assessment Process

Phase I: Risk Assessment Planning
1. Update asset classification
2. Organize the team and document that plan

3. Convene a kick-off meeting and configure Achilles

Phase II: Data Collection

4. Gather documentation

5. Survey Participants

6. Conduct technical evaluation
Phase Ill: Analyze risk

7. Review documentation

8. Review technical reports

9. Analyze Achilles reports to build risk profiles
Phase IV: Mitigate

10. Agree on mitigation strategy

11. Establish metrics

12. Report strategy and progress

What is a Risk Profiles?

A comprehensive view of each risk detailing:
0 Asset

Vulnerability

Threat Probability

Threat Impact

O« O« O¢ O

Risk Example
Asset: Student records stored on laptops

Vulnerability: Valuable, yet small and portable with potential to be left unattended.

Threat: Loss or theft

Probability: High

Impact: High

Needed controls:

Keep in a secure location

Minimize the amount of student records
0 Use encryption

Q¢ O«
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Risk statement characteristics
Rate risk
High risk
Medium risk
Low risk
Identify and evaluate vulnerabilities
Very vulnerable
Moderately vulnerable
Somewhat vulnerable

Risk Statement
There is a high risk of confidential data exposure when it is stored on laptops because laptops are
easily lost or stolen.

Mitigation Options
A Reduce
A Monitor
A Avoid
A Transfer
A Accept

Mitigation Statement
Specify action option
Rate impact of action

Mitigation Strateqy

The risk of exposure can be avoided by prohibiting storage student records on laptops. Where the
need outweighs the risk, the risk can be reduced to low by requiring special permission, ensuring
laptops are physically secured, minimizing the amount of data, using whole-disk encryption and
enforcing minimum security requirements.

Mitigation Metrics

Metrics should be:
Quantifiable and repeatable
Meaningful and relevant
Feasible and easily measurable

Why establish metrics?
Management uses metrics to make inform their decisions about the security program
Management uses metrics to help them decide where to direct resources
Metrics improve accountability
Metrics help IT staff demonstrate success to management
Metrics help units learn from strategies that were less than successful
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What is Achilles?
A web survey tool tailored for IT risk assessment

Achilles Question Types
Assets
Threat Probability
Threat Impact
Controls and vulnerabilities

What Achilles is Not
A Achilles will not write your mitigation report.
A Achilles will help your write your risk profiles, but it will not do it for you.
A Garbage in, garbage out
A Answer thoughtfully
A Answer honestly
A Maximize Participant number to reduce error

Achilles Roles
Assessment Manager
A Information Security Manager
A 1T managers
Administrator
A Deans
A Directors
A Department Chairs
Supervisors

-
w0
2 >

Clerks
Secretaries
Accountants
Other staff
Students

orker
Server manager
Network manager
Workstation support
Programmer
Other IT Workers

IT

To To Do Do o = Do o Do Do I
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Achilles Assessment Manager View of Achilles
A Create and configure assessments
A Define and associate users
A Manage assessments
A View reports

Achilles Participant View of Achilles
A Survey response only

Steps for Achilles assessment creation

1. Create Achilles assessment

2. Define Participants

3. Associate Participants

4. Configure Participant question types

5. Configure assets and threat defaults
Recommendati on: I f the team discusses assets
need to answer asset and threat question types and no question types need to be configured.

Instructions for Achilles Participants
Asset Value Response Options
A High: Assets associated with UF Restricted Data, other confidential data or data with significant
integrity and availability requirements
A Low: Assets with insignificant need for confidentiality, integrity or availability protection.
A Not applicable: Asset is not within the scope of the assessment or it has no confidentiality,
integrity or availability requirements.

Threat Probability Response Options
A Probable: The asset(s) are likely to be exposed to this threat
A Unlikely: The asset(s) are no likely to be exposed to this threat
A Not applicable: This threat has no relevance to this assessment
Note: Threat probability reflects exposure, not potential to exploit a vulnerability

Threat Impact Response Options
A High: If this threat exploits an asset vulnerability, the impact could be significant
A Low: If this threat exploits an asset vulnerability, the impact would not be significant
A Not applicable: This threat is not relevant to the current assessment
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Control Response Options

A
A
A
A

Needed: There is a compelling need for any safeguard in this control question group

Not Needed: There is hot a compelling need for any safeguard in this control question group

Implemented: Most safeguards in this control question group are implemented and there is not
a compelling need for any safeguards that are not implemented
Dondt :kismowknown whether safeguards in this control question group are implemented,

needed or not needed

Special Instructions for Answering Control Questions

All Participants answer control questions
Control questions are different for each role
Control questions are organized into groups

o Each group addresses one vulnerability

0 Many questions per group

o One response per group, four answer options

o0 No perfect answer. Select the answer that fits best.
As many as 80 control question groups
Save response if you canbét
Mark complete when finished answering all questions

answer

al

guestion
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Achilles Hands-On Exercise

Phase 1: Assessment Planning

Step 1. Identify and Classify Assets
Update Asset Documentation

Identify new assets

Identify changes to existing assets

0 ldentify assets that are no longer in use

O¢ O«

Step 2: Organize the Team and Document the Plan
Identify the Assessment Manager
With help from unit administration, build the assessment team
Document the Assessment Project Plan

Step 3: Convene Kick-off Meeting and Configure Achilles

1. Create new assessment
Assessment name: Achilles Workshop 6-08
Assessment description: Confidential data and equipment loss

2. Define new users
Kathy Bergsma, kbergsma@ufl.edu

Jim Hranicky, jfh@ufl.edu

3. Associate users with Achilles Workshop 6-08
Kathy Bergsma
Jim Hranicky

4. Do no select any question types for any role.

5. Set asset defaults: Information

6. Set threat probability defaults: Equipment loss and Equipment theft
7. Set threat impact defaults: High

8. Activate assessment
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Phase IlI: Data Collection

Step 4: Gather Documentation

Asset classifications
Security roles

Policies

Incident reports

Audit findings

Other relevant information
Appetite for risk

Step 5: Conduct Control Survey
Use responses in iWorkshop Exampledhandout.

Step 6: Technical Evaluation

e Use the UF infosec self-scan web site to conduct a comprehensive vulnerability scan
https://infosec.ufl.edu/cqgi-bin/newscan/

e Conduct penetration testing and application audits as appropriate

Phase Ill: Data Analysis

Step 7: Review Documentation Gathered in Phase |l

As a team, answer the following questions:
Are security roles documented and current?
Are lessons learned from incidents?
Are audit comments addressed?
Are other issues addressed?

Step 8: Review Technical Results

As a team, answer the following questions:
Are ports unnecessarily exposed?
Are vulnerabilities patched?
Are applications robust against attack?
Are systems robust against attack?

Achilles Risk Assessment Workshop
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Step 9: Build Risk Profiles
1. From the Achilles main menu, select: View Assessment Results
2. Select Assessment for Results: Achilles Workshop 6-08
3. Select a report
4. Analyze Achilles reports to build risk profiles

A Highest value assets

A Most likely threats with largest impact

A Most needed controls

Look for patterns:

What are control topics show up frequently?
What threats show up frequently?
Are there vulnerability relationships?
Are there control relationships?

To T Do I

Using OAchidadtesTii @t | SwlimtrahvulgeraRlidigs forthredts
Equipment loss and Equipment theft.

7. Plain text storage

50: Portable devices and media are not authorized or approved.

163: Inadequate physical security

174: Inadequate portable device and media protection

178: Inadequate computer system protection

190: Users are not authorized

191: Users lack understanding of encryption

Control Topic: Policies

7 out of 7 controls for loss and theft deal with policy
Needed Control IDs: 7, 50, 163, 174, 178, 190, 191
Authorization policy needed

Laptop approval policy needed

Physical security policies needed

Encryption procedures needed

Training procedures needed

To T To To To

Control Topic: Access
7 out of 7 controls for loss and theft deal with access
Needed Control IDs: 7, 50, 163, 174, 178, 190, 191
A Authorization rules needed
A Location restrictions needed
A Encryption methods needed
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Control Topic: Encryption
5 out of 7 controls for loss and theft deal with encryption
Needed Control IDs: 7, 50, 163, 174, 191

A Encryption requirements needed

A Encryption procedures needed

A Encryption training needed

Control Topic: Authorization

4 out of 7 controls for loss and theft deal with authorization
Needed Control IDs: 50, 163, 178, 190

User authorization needed

Laptop authorization and approval needed
Location restrictions needed

Audits needed of authorization records

To To o Do

Control Topic: Communication

4 out of 7 controls for loss and theft deal with communication
Needed Control IDs: 163, 174, 190, 191

Authorization training needed

Location restrictions training needed

Laptop security requirements training needed
Encryption training needed

Data protection training needed

To To To o To

Control Topic: Laptops

4 out of 7 controls for loss and theft deal with laptops
Needed Control IDs: 50, 163, 174, 178

Laptop authorization and approval needed
Minimum security requirements needed for laptops
Compliance verification needed

Location restrictions needed for laptops

Training needed

To To Do To o

Control Topic: Physical Security
3 out of 7 controls for loss and theft deal with physical security
Needed Control IDs: 50, 163, 174

A Location restriction policies needed

A Location records needed

A Location record audits needed

A Physical security training needed

Achilles Risk Assessment Workshop

12



Control Topic: Records
3 out of 7 controls for loss and theft deal with records
Needed Control IDs: 50, 163, 190

A User authorization records needed

A Device approval records needed

A Location authorization records needed

A Records need to be audited

Vulnerability Statement
Student records are vulnerable to exposure when stored on laptops because laptops are easily lost or
stolen and:

0 Users are not authorized
0 Encryption is not required
0 Locations are not authorized
0 Security requirements are not enforced
0 Users are not adequately trained
Risk Profile

Asset: Student records stored on laptops

Likely threat: Loss and theft

Threat impact: High

Vulnerability: Student records are vulnerable to exposure when stored on laptops because
laptops are easily lost or stolen, authorization is not required, location restrictions are not
adequate, security requirements are not enforced and users are not training.

Risk Statement
Student records are at high risk of exposure when stored on laptops because:

0 Laptops are easily lost or stolen

0 Users are not authorized

0 Datais not encrypted

0 Locations are not restricted

0 Security requirements are not enforced
0 Users are not adequately trained.
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Phase IV: Mitigation

Step 10: Agree on Mitigation Strategy
1. Decide which risks to address
2. For each risk, evaluate mitigation options
3. For each mitigation recommendation, document:
a. Person responsible for mitigation
b. Implementation schedule
c. Cost estimates
d. Metrics to evaluate mitigation success
4. Convene DDD exit briefing
5. Obtain DDD approval

Example Mitigation Strategy 1
The risk of student data exposure can be avoided or reduced to a low risk by:
A Implementing a policy that prohibits storing student records on laptops and requiring special
permission where the need outweighs the risk.
A Documenting and auditing authorization records.
A Training users about authorization requirements

Example Mitigation Strategy 2
When the need outweighs the risk to store student records on laptops, the risk of exposure can be
reduced to low by:

A Requiring whole-disk encryption on laptops used with student records.

A Documenting encryption procedures.

A Training users on encryption procedures.

Example Mitigation Strategy 3
When the need outweighs the risk to store student records on laptops, the risk of exposure can be
reduced to low by:

A Restricting laptops to authorized locations.

A Training users about laptop location restrictions.

Example Mitigation Strategy 4
When the need outweighs the risk to store student records on laptops, the risk of exposure can be
reduced to low by:

A Implementing minimum security requirements for laptops used to store student records.

A Training users how to protect student records stored on laptops.

A Auditing laptops to ensure compliance with minimum security requirements.

Example Mitigation schedule

Full implementation: one year
Policies and procedures: 6 months
Authorization: Immediately
Training: One year
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Mitigation resources

A 1 existing FTE will be reassigned to this project for one year
A $5000 for encryption software

Step 11: Establish Metrics

Audit all laptops before and after mitigation to evaluate decline in number of laptops used to
store student records.

Audit authorized laptops before and after mitigations to evaluate improvement of encryption and

compliance with security requirements.
Quiz users before and after mitigation to determine if their understanding of new policies and
procedures improved.

Step 12: Report Strategy and Metrics

Departments submit mitigation strategy to Level2 Unit ISM
Unit Level 2 ISMs submit unit mitigation strategy to UF ISM
Periodically review mitigation progress
Submit annual progress report

0 Level 3 Departments submit to Level 2 ISM

0 Level 2 ISMs submit to UF ISM
Review lessons learned
Plan and schedule next assessment
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